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ABSTMCT 

T h i s  pa$cr p r e s e n t s  some t h e o r e t i c a l  and p r a c t i c a l  

/ 
mot iva t ions  f o r  t h e  r edes ign  of t h e  ARPANET communication 

p r o t o c o l s .  I s s u e s  concerning rnult i packe t  tnessages, 

Host ro t r a .n sn i s s ion ,  d u p l i c a t e  ' d e t e c t i o n ,  sequencing,  
L 

. and  acknowl.edgment a r e  d i scussed .  S i m p l i f i c a t i o n s  

t o  t h e  IhIP/IMP p ro toco l  a r e  propose'd on t h e  assumption 

t h a t  new Host l e v e l  p r o t o c o l s  a r e  adopted.  F a m i l i a r i t y  

~ 5 t h  t h e  c u r r e n t  p r o t o c o l  des igns  is probably  neces sa ry  

s i n c e  many of t h e  arguments r e f e r  t o  d c t n i l s  i n  t h e  

p r e s e n t  p ro toco l  des ign .  



An Assessment of ARPAKET Pro toco l s  

Vinton G . Cerf 

S t an fo rd  Un ive r s i t y  

I n t r o d u c t i o n  

The h i s t o r y  o f  t h e  Advanced R e s e a r c h . P r o j e c t  Agency r e s o u r c e  

' s h a r i n g  computer network (ARPANET) [6] is i n  many ways a h i s t o r y  of  

t h e  s t u d y ,  development,  and implementation of  p r o t o c o l s .  During t h e  

e a r l y  developmert of t h e  network mahy impor tan t  concepts  Gere d i s -  

covered and in t roduced  i n t o  t h e  p ro toco l  d e s i g n  e f f o r t  . Pro toco l  

l a y e r i n g  ( f u n c t i o n a l  s e p a r a t i o n  of d i f f e r e n t  l e v e l s  of  network t r a n s -  

m i s s i o n ) ,  t h e  n o t i o n  of b i l a t e r a l  rendezvous t o  s e t  up Host-to-Host 

connec t ions  [ 1 , 2 ] ,  ~ n d  t h e  d e f i n i t i o n  of a  Network V i r t u a l  Terminal 

t o  a i d ' i n  t h e  s p e c i f i c a t i o n  of a  Terminal-to-Host p ro toco l  [3,14] a r e  

a l l  examples of  impor tan t  e a r l y  i d e a s .  The t a s k s  f e c i n g  t h e  ARPANET 

d e s i g n  teams were o f t e n  u n c l e a r ,  ~ n d  f r e b u e n t l y  r equ i r ed  ~ g r e e m e n t s  

which h ~ d  never  been contemplated b e f o r e  ( e . g . ,  common p r o t o c o l s  t o  

permit  d i f f e r e n t  o p e r a t i n g  systems and hardware t o  communicate). The 

s u c c e s s  of  t h e  e f f o r t ,  s een  i n  r e t r o s p e c t ,  i s  a s t o n i s h i n g ,  end much 

c r e d i t  is due t o  t hose  who were w i l l i n g  t o  commit themselves  t o  t h e  j o b  

of  p u t t i n g  t h e  ARPANET t o g e t h e r .  

Over t h e  i n t e r v e n i n g  f i v e  y e a r s  s i n c e  t h e  ARIJAhTET was f i r s t  begun, 

w e  have l ea rned  a  g r e a t  d e a l  about t h e  d e s i g n  ~ n d  behav io r  o f  t h e  pro to-  

c o l s  i n  u se .  The Imp-to-I,mp p r o t o c o l  [4] ha s  undergone cont inuous  re -  

v i s i c n ,  and t h e  MOST/IhfP interface s p e c i f i c a t i o n  [5] h a s  been modif ied 

s l i g h t l y .  I n  r e t r o s p e c t ,  a n d  i n  t h e  l i g h t  of  e x p e r i e n c e ,  it see~ns  

reasonnble  t o  r e c o n s i d e r  some of t h e  a s p e c t s  of t h e  d e s i g n s  and implemen- 

t a t i o n s  c u r r e n t l y  i n  u se .  Furthermore,  the r ap id  development of n a t i o n a l  



computer network p r o j e c t s  around t h e  world emphasizes t h e  need f o r  

i n t e r n a t i o n a l  c o o p c r a t i o n  i n  t h e  des ign  of communication p r o t o c o l s  s o  

t h a t  i n t e r n a t i o n a l  connec t ions  can  be  accomplished.  . 

T h i s  paper  d e a l s  w i t h  t h e  mo t iva t ions  f o r  t h e  r e d e s i g n  of t h e  

HOST-to-HOST, IMP-to-IMP, and HOST/IMP communication p r o t o c o l s  i n  t h e  

ARPANET. ~ n a l ~ s e ;  of t h e o r e t i c a l  th roughput  and de l ay  a v a i l a b l e  from 

e x i s t i n g  p r o t o c o l s ,  and a  d i s c u s s i o n  o f  some weaknesses i n  them, a r e  

i n c l u d e d .  

The b a s i c  c o n c l u s i o n s  reached i n  t h i s  r e g o r t  a r e :  - .  

a )  Mul t ipacke t  message f a c i l i t i e s  can  be  e l imina t ed  wi thout  l o s s  

of p o t e n t i a l  t h roughpu t ,  and k i t h  a  concu r r en t  s i m p l i f i c a t i o n  of  

IMP so f tware .  [8] 

- b )  Ordering by t h e . d e s t i n a t i o n  IhIP of  messages d e l i v e r e d  t o  a  d e s t i n a -  

t i o n  HOST can l e a d  t o  a  lockup c o n d i t i o n  s i m . i l a r  t o  t h e  reassembly 

lockup experienced. . in  an  e a r l i e r .  v e r s i o n  o f  t h e  IMP p r o t o c o l  i n  

. connec t io l l .w i th  mu l t i packe t  message reassembly 171. Hosts  must 

o r d e r  a r r i v i n g  messages anyway, s o  ' t h e  IMP need n o t  do i t .  

C )  HOST/IMP p r o t o c o l  cou ld  be  changed t o  a l l ow  a r b i t r a r i l y  long 

messages t o  be  s e n t  from HOST t o  IMP, a s  long a s  t h e  d e s t i n a t i o n  

IMP need not  reassemble o r  r e - o r d e r . t h e  a r r i v i n g  packe t s  b e f s r e  

d e l i v e r y  t o  t h e  HOST. 

. . .  ' d )  Host l e v e l  r e t r a n s m i s s i o n ,  p o s i t i v e  end-to-end acknowledgments, 

e r r o r  d e t e c t i o n ,  d u p l i c a t e  d e t e c t i o n ,  and message o r d e r i n g ,  can  

e l i m i n a t e  t h e  need f o r  many of  t h e s e  f e a t u r e s  i n  t h e  IMP/IMP 

p r o t o c o l ,  and t h e  Requcst f o r  nex t  Message (RFNM) f a c i l i t y  i n  t h e  

p r e s e n t  IIOST/IhfP p r o t o c o l .  



e )  The f low c o n t r o l  mechanism i n  t h e  c u r r e n t  HOST-HOST p r o t o c o l  can  

l o s e  synch ron iza t ion  pwing t o  message l o s s  o r  d u p l i c a t i o n .  

f )  Host l e v e l  connec t ions  should be  f u l l  duplex .  

g) The need f o r  a  s e p a r a t e  HOST/HOST c o n t r o l  connec t ion  can  be  

e l i m i n a t e d  by c a r r y i n g  c o n t r o l  i n fo rma t ion  i n  t h e  header  of each  

Host t r ansmis s ion .  

Throughput Cons i d e r a  t i o n s  

I n  s p i t e  of t h e  f a c t  t h a t  t h e  IMP subnet  c a n  d e l i v e r  yp t o  8 0  kb/sec  ' 

* 
between p a i r s  o f  Hosts  , v i r t u a l l y  no a p p l i c a t i o n  us ing  Host so f tware  

h a s  achieved t h i s  f i g u r e  . An experiment  between T inke r  and McClellan 

A i r  Force Bases i n  1971 achieved  b u r s t  r a t e s  a s  h igh  a s  40 kb / sec ,  b u t  

t h i s  was ach ieved  by t h e  u se  of a  non-standard Host/Host p r o t o c o l  which 
- .  

t r a n s m i t t e d  d a t a  over  m u l t i p l e  l o g i c a l  connec t ions ,  and which used Host 

l e v e l  re-assembly and acknowledgment t o  ach i eve  r e l i a b l e ,  o rde red  t r a n s -  

* * 
miss ion  . The fo l lowing  a n a l y s i s  shows- tha t  t h e  c u r r e n t  Host/Host 

p r o t o c o l  cannot  o f f e r  more t h a n  40 kb/sec on a  s i n g l e  connec t ion  owing 

t o  message format  overhead,  and t h a t  t h i s  f i g u r e  drops  h y p e r b o l i c a l l y  

i f  t h e  communicating Hosts  a r e  s epa ra t ed  by s e v e r a l  IMPS. 

The s i n g l e  major reason  f o r  t h e  d i s t a n c e  (hop) dependent behavior  

11 of Host/Host th roughput  i s  t h e  message-at-a-time" H o s t / ~ o s t  

p r o t o c o l .  T h i s  means t h a t ,  on a g iven  connec t ion  between p roces se s  i n  

* Unpublished measurement experiments  a t  U C U  run  by R .  Kahn and V .  
Cerf  confirmed t h i s .  

** Unpublished measurement d a t a  ob t a ined  by V .  Cer f  a t  t h e  ARPA Network 
Measurement Ccnter  , UCLA . 



t h e  Hosts ,  on ly  a  s i n g l e  message ranging from 0-8063 b i t s  of d a t a  can  

be ou t s t and ing  a t  any moment. When t h e  Host/Host pro tocol  was o r i g i n a l l y  

des igned,  t h e  IMPS provided up t o  256 simplex l o g i c a l  l i n k s  between p a i r s  

of  Hosts .  I f  a  message was s e n t  over  a l i n k  ( t h e r e  was a  one t o  one 

r e l a t i o n s h i p  between a l i n k  and a connec t ion ) ,  t h e  l i n k  was blocked u n t i l  

a RFNAI was rece ived  from t h e  d e s t i n a t i o n  IMP i n d i c a t i n g  t h a t  t h e  message - 
.had been d e l i v e r e d  t o  t h e  Host.  Of course ,  t h e  mechanism was p r o t e c t e d  

by a time-out i n  c a s e  t h e  RFNM'failed t o  appear .  

The IMP p ro toco l  has s i n c e  been.changed cons ide rab ly  and now permi ts  . , 

* 
up t o  n messages t o  be outs tanding  between p a i r s  of IMPs, r e g a r d l e s s  - 
o f  t h e  l i n k s  used,. and r e g a r d l e s s  of which Hosts a r e  communicating. 

T h i s  l a s t  po in t  means t h a t  t h e r e  can be  some i n t e r f e r e n c e  among Hosts  

. connected t o  t h e  same IMP i f  t h e  Hosts a r e  communicating wi th  t h e  same 

d e s t i n a t i o n  IMP. 

The Host/Hos-t p ro toco l  has  n o t  been changed t o  t a k e  advantage o f  t h e  

p o s s i b i l i t y  of  m u l t i p l e  messages and i s  6nable t o  achieve maximunl p o s s i b l e  

throughput .  I n  f i g u r e  1, t h e  t ime behavior  of a  mul t ipacket  message is 

shown'as i t  passes  through s e v e r a l  IMPs f r o n  source  t o  d e s t i n a t i o n .  

'-7'e propagat ion de lay  from  IMP^ t o  IMP I 

packet  t r ansmiss ion  de lay  

Packet handling by h IMPs for an m-packet message 

Figure  1 
- .-.- 

*currently Sour,  t h i s  l irri l ;  bc ing  imposed by IMP b u f f c r  space .  



Figu re  1 is na ive  i n  s e v e r a l  ways. F i r s t ,  it does n o t  show any 
. .. 

i n t e r f e r i n g  t r a f f i c ,  nor  have any packe t s  g o t t e n  ou t  o f  o r d e r  o r  been 

r o u t e d  on a l t e r n a t e  p a t h s .  Second, a l l  packe t s  a r e  assumed t o  be t h e  

same maximum s i z e .  Furthermore,  t h e  f i g u r e  does no t  show t h e  t r ansmis s ion  

d e l a y  t o  and from t h e  Hosts .  Thus, t h e  r e s u l t s  o f  t h e  a n a l y s i s  w i l l  be 

s l i g h t l y  o p t i m i s t i c .  

The l o g i c a l  connec t ion  between Hosts  w i l l  b e  busy o n l y  f o r  m packet  

t imes  ou t  o f  h+m-1 packe t  t i m e s .  The sou rce  IMP w i l l  be busy f o r  m 
.. , 

packe t  t r s n s m i s s i o n  t i m e s  sending  t h e  message t o  a  ne ighbor ing  IMP. The 

. l a s t  b i t  of t h e  f i r s t  packet  w i l l  a r r i v e  a t  t h e  d e s t i n a t i o n  IMP a f t e r  h  
a - 

packet  t r a n s m i s s i o n  t imes  ( n o t  count ing  propaga t ion  d e l a y )  and t h e  re- 

maining m - 1  packe t s  w i l l  complete a r r i v a l  a f t e r  m-1 packe t  t r a n s m i s s i o n  

t imes .  The source  ~ o s t  ' w i l l  be  pe rmi t t ed  t o  t r a n s m i t  ano the r  message 

a f t e r  i t  r e c e i v e s  a  RFNM from t h e  d e s t i n a t i o n  IMP. The RFNhl i s  n c t u a i l y  

s e n t  a f t e r  t h e  message has  been reassembled,  t h e  f i r s t  packe t  has  been 

d e l i v e r e d ,  acd t h e  d e s t i n a t f o n  IMP has  s u f f i c i e n t  f r e e  b u f f e r  space  f o r  

* 
a n o t h e r  maximum l e n g t h  mu l t i packe t  message. Thus a  new t r a n s m i s s i o n  

cannot  occur  u n t i l  h+m-1 packe t  t i m e s ,  a t  l e a s t ,  s o  t h e  f r a c t i o n  of busy 

t ime i s  j u s t  m/(h+m-1). 

' ** 
The a c t u a l  bandwidth between IMPS i s  reduced from 50 kb t o  40 kb 

by overhead b i t s  needed f o r  Host/Host,  IMP/IMP c o n t r o l .  IMPssend  p e r i o d i c  

*** 
r o u t i n g  messages t o  a l l  t h e i r  ne ighbors  (every. .640 seconds)  and t h e s e .  

consume f u r t h e r  bandwidth. W e  can  e s t i m a t e  t h e  nominal f r a c t i o n  of 50 kb/sec 

bandwidth a v a i l a b l e  from sou rce  t o  d e s t i n a t i o n  IMP and m u l t i p l y  t h i s  by t h e  

f r a c t i o n a l  busy timc p e r  connec t ion  t o  o b t a i n  an  o p t i m i s t i c  bound on maximum 

throughput  p e r  connec t ion .  

* If  a f t c r  1 sccond no spacc  i s  a v a i l a b l e ,  t h e  RFNM i s , s e n t  anyway. 
** Somc IMPS havc 230 kb/sec l i n e s ,  o r  9 .6  kb/sec,  b u t  most have 50  lcb/sec. 
***This i n t c r v a l  is a f u n c t i o n  of  l i n c  spoed and load  and may bo a s  low a s  128 m s .  



Ana lys i s  .of Expected Throughput Bounds 

Le t  T be t h e  number of b i t s  of  t e x t  t o  be t r a n s m i t t e d  by a  Host 

whose n a t u r a l  word l e n g t h  is  W b i t s .  The Host/Host message format 

i n c l u d e s  a 32 b i t  l e a d e r  followed by a  40 b i t  p r e f i x ,  followed by t h e  

t e x t  t o  be s e n t .  We w i l l  assume t h a t  a  sending  Host w i l l  t r a n s m i t  a n  

i n t e g r a l  number of i t s  words, inc luding  t h e  72 b i t s  preceding  t h e  t e x t  

. o f  t h e  message. Furthermore,  t h e  Host/IMP i n t e r f a c e  appends a  one b i t  

t o  each message, followed by a s  many ze roes  a s  a r e  needed t o  make t h e  

ensemble an  i n t e g r a l  number of 16  b i t  IMP words ( t h e  IMP is  a Honeywell , 

316 o r  516 computer).  

The t o t a l  number of b i t s  i n  a  Host message whose t e x t  c o n t a i n s  T 

b i t s  i s  g iven  by equat ion  1. 

where B1(T) = T + 7 2  

: B1(T) mod* W B2(T,W) = - ~ ~ 5 4 )  = - B, ~ T ) & ~ L J  
g3 [T,,,) : I + (if- (B, t7) + 

B (T,\V) = 1 + (- Bl(T) - B2(T,W) - 1 )  mod 16  
3 8 r  IT,^)) 

M* lb) 
B (TI i s  t h e  number of b i t s  i n  t h e  Host message inc lud ing  l e a d e r ,  
1 

p r e f i x ,  and t e x t .  B (T,W) is  t h e  number of b i t s  needed t o  make B (TI 
2 1 

a n  i n t e g r a l  number of Host words, and B (T,W) i s  t h e  number of b i t s  needed 
3 

t o  make t h e  t o t a l  an  i n t e g r a l  number of 16 b i t  IMP words. 

bf! T h e  M(T,W) b i t s  a r e  conver ted  t o  packe t s  fr. t h e  fo l lowing  

IklG 
b s  

way. The 32 b i t  l e a d e r  is removed and t h e  remaining words a r e  d iv ided  

i n t o  packe t s  con ta in ing  no more than  1008 b i t s  of d a t a ,  each  preceded 
rn 

by an 96 b i t  hcndcr which i n c l u d e s  t h e  d a t a  from i-hc 32 b i t  l e a d e r .  When 
w 

t h e s e  packets  fire t r a n s m i t t e d  t o  a neighboring IMP, thcy  a r c  enc losed  



i n  a l i n e  c o n t r o l  envelope c o n s i s t i n g  of  48 b i t s  a of c o n t r o l  o c t e t s  and 

a 24 b i t  c y c l i c  checksum. W e  .can compute t h e  number of b i t s  r equ i r ed  

t o  c a r r y  a l l  t h e  packe t s  a s  fo l l ows :  

The l i n e  t r a n s m i s s i o n  e f f i c i e n c y  when t r a n s m i t t i n g  T  b i t s  of  Host 

.text is g iven  by 

The expec ted  f r a c t i o n  of L i m e  a . l o g i c a 1  l i n k ,  which is  H hops l o n g ,  

can  be  busy c a r r y i n g  a  Host message o f  T  t e x t  b i t s  is g iven  by 

P(T ,W) 

4 1 4  t EBF(T,W,H) = H * ~ ~ ~ ~ P ( T , I v ) ,  1176J + max ~ ~ ( ~ , ~ ) - 1 1 7 6  ,01 ( 4 )  

4.2 iff EBF(T,W,H) is a  re f inement  o f  t h e  f r a c t i o n  computed ea r l ie r  (a/(m+h-1)). 

+ #  13 , 4 t 4 The numerator of  EBF(T,W,H) i s  j u s t  t h e  number of b i t s  which must be  

t r a n s m i t t e d  from t h e  source  IMP. The denominator u s e s  t h e  min and max - - 
*l$ t func t iox is  t o  d e a l  w i t h  t h e  c a s e  t h a t  a  m-ssage is  less t h a n  a  f u l l  s i n g l e  

X packe t  i n  l e n g t h .  1; any c a s e ,  it t a k e s  H hops t o  d e l i v e r  t h e  f i r s t  
- .  &.f $ p a c k e t ,  and t h e  remaining b i t s  fo l l ow  t h i s  packe t  u n t i l  t h e  e n t i r e  message 

h a s  a r r i v e d  a t  t h e  d e s t i n a t i o n  IMP. 

The r o u t i n g  messages r e q u i r e  1024 b i t s  o f  t e x t  and 136 b i t s  of  packet  

header  and l i n e  c o n t r o l ,  and a r e  s e n t  by each  IMP t o  a l l  i t s  a d j a c e n t  

ne ighbors  every  ,640 seconds .  The bandwidth r e q u i r e d  f o r  r o u t i n g  messages 

i s  t h u s  (1160)/.640 = 1.8 lrb/sec. 

Thus t h e  bandwidth which can be  expected f o r  Host messages c o n t a i n i n g  

T  t e x t  b i t s ,  s e n t  ove r  H hops ,  is expressed  i n  e q u a t i o n  (5 ) ' be low.  

B(T,W,lI) - EBF(T,W,H) x LTE(T,\V) x  (50-1.8) kb/sec ( 5 )  

B(T,W,Ii)  ignores  n number of co'mplicating factors: 



a )  de lay  f o r  sending RFNM and i m p l i c i t  space  r e s e r v a t i o n  f o r  

mul t ipacket  messages t o  source  IMP. 

b) propagat ion  d e l a y s  between Host/IMP and IMP/IhfP 

c )  queueing de lays  a t  i n t e rmed ia t e  IMPS 

d )  r e t r ansmiss ion  d e l a y s  

Never the le s s ,  B(T,W,H) o f f e r s  a n  o p t i m i s t i c  e s t i m a t e  of t h e  bandwidth 

t h a t  can be expected using t h e  c u r r e n t  ARPANET Iiost/Host p ro toco l .  

There is  an  i m p l i c i t  assumption t h a t  packe t s  of a  mul t ipacket  message 

a r e  not  s e n t  ovey a l t e r n a t e  r o u t e s  (e .g. ,  two 50 kb/sec p a t h s ) .  S ince  

a l t e r n a t e  r o u t i n g  i n  t h e  IMP subnet  is  used t o  avoid congested a r e a s  

and not  t o  improve bandwidth, t h i s  assumption is  probably v a l i d  f o r  t h e  

low t r a f f i c  d e n s i t i e s  p re sen t1  y found i'n t h e  ARPANET. 

B(T,W,H) has  been p l o t t e d  i n  f i g u r e  2 f o r  a  32 b i t  Host (W=32), and 
- .  

a range of message t e x t  l e n g t h s  and Hops. A s  can be s e e n ,  t h e  e f f e c t .  

of s i n g l e  message a t  a  t ime t ransmiss ion  on a  s i n g l e  l o g i c a l  connect ion  
C 

is ve ry  marked f o r  longer  and longe r  hop:. The cu rves  wou'ld be even 

lower i n  t h e  c a s e  of a  s a t e l l i t e  channel  owing t o  t h e  long propagat ion  

de lay  (a  second up and down) f o r  both  t h e  message and t h e  r e t u r n i n g  RFNM. 



message .text l e n g t h  - > 

8 Packets  (7992 b i t s )  

7 Packets  (7000 b i t s )  

6 Packets  (5976 b i t s )  

5 Packets  (4984 b i t s )  

4 Packets  (3960 b i t % )  

3 Packets  (2968 b i t s )  

2 Packets  (1944 b i t s )  

1 Packet ( 952 b i t s )  

Number of Hops 

S i n g l e  Link So- to Dcst inn  tion Host Throughput (32 b i t  word Host)  
Yigurc 2 



- The ~ u l t i ~ a c l c e t  Messarre I s s u e  

The o r i g i n a l  IMP system pe rmi t t ed  on ly  one message a t  a  t i m e  on a  

s i n g l e  l i n k ,  and t h u s  some means was needed t o  a l l ow  f o r  h i g h e r  bandwidth 

t h a n  s i n g l e  packe t  messages could  provide .  Th i s  was ach i eved ,  t o  some 

e x t e n t ,  by p e r m i t t i n g  up t o  e i g h t  packe t s  i n  a  s i n g l e  message. 

I t  was soon d i scove red ,  however, t h a t  a  Host t r a n s m i t t i n g  m u l t i p a c k e t s  

'on s e p a r a t e  l o g i c a l  l i n k s  could  cause  a  lockup c o n d i t i o n  a t  t h e  d e s t i n a t i o n ,  

* 
and was f i r s t  de sc r ibed  by R .  Kahn and W. Crowther [7]. E s s e n t i a l l y , .  

. . 

inadequate  space  might ex is t  a t  t h e  - d e s t i n a t i o n  t o  reassemble a l l  m u l t i -  

p a c k e t s  i n  t r a n s i t  on s e v e r a l  l i n k s .  The c o n d i t i o n  was s e l f - s u s t a i n i n g  

i f  t h e  Host cont inued  t r a n s m i s s i o n ,  a l t hough  t h e  d e s t i n a t i o n  cou ld  

d i s c a r d  unassembled mu l t i packe t s  a f t e r  a  t ime-out.  The c o n d i t i o n  e i t h e r  

, backed up i n t o  t h e  r e s t : o f  t h e  network,  o r  a t  b e s t  caused l o s s  of - 
. messages i n  t h e  network. 

The s o l u t i o n  t o  t h e  mu l t i packe t  reassembly lockup problem t h a t  was 

e v e n t u a l l y  implemented r equ i r ed  t h e  sour& IMP t o  r e s e r v e  reassembly 

b u f f e r  space  a t  t h e  d e s t i n a t i o n  IMP b e f o r e  t r a n s m i t t i n g  t h e  m u l t i p a c k e t .  

A c t u a l l y ,  t h i s  problem i s  j u s t  a  c a s e  of a more g e n e r a l  problem which can  

b e  caused by t h e  d e s t i n a t i o n  IMP sequencing o f  messages d e l i v e r e d  t o  t h e  

Host .  

Ordering of Messages 

The IMP system g u a r a n t e e s  t h a t  messages w i l l  be d e l i v e r e d  t o  a 

d e s t i n a t i o n  Host i n  t h e  same o r d e r  t h a t  t h e y  l e f t  a  sou rce  Host.  Th i s  

s e r v i c e  can  cause  a  lockup s i m i l a r  t o  reassembly lockup i f  enough messages 

a r e  i n  t r a n s i t  t o  t h e  d e s t i n a t i o n  IMP. S i n g l e  packe t  messages a r e  s e n t  

wi thout  p r i o r  r e s e r v a t i o n  t o  t h e  d e s t i n a t i o n  and ,  i f  space  i s  a v a i l a b l e  

f o r  thcm, n RFNM is r e t u r n e d  t o  t h e  sou rce  IMP. 111 t h e  e v e n t  t h a t  no 
* Knhn a c t u a l l y  knew i n  1967 t h a t  t h e  c o n d i t i c n  cou ld  o c c u r ,  b u t  was unable  

t o  convirrce h i s  c o l l e a g u e s  u n t i l  he  a c t u a l l y  locked  up t h e  network by us ing  
n mcssnge g e n e r a t o r  t o  f l ood  t h e  network i n  Mnrch, 1970. 
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room i s  a v a i l a b l e ,  nn i m p l i c i t  r e s e r v a t i o n  r e q u e s t  i s  queued a t ' t h e  

d e s t i n a t i o n  IMP. When space  is a v a i l a b l e ,  a n . a l l o c a t i o n  message is s e n t  

t o  t h e  sou rce  IhIP which r e t r a n s m i t s  t h e  s i n g l e  packe t  message. The 

sou rce  IMP keeps  a  copy o f  t h e  s i n g l e  packet  message f o r  r e t rnnsmis s ion  

u n t i l  i t  e i t h e r  r e c e i v e s  a RFNM from t h e  f i r s t  copy t r a n s m i t t e d  o r  an 

a l l o c a t e  message i n d i c a t i n g  t h a t  t h e r e .  is now room a v a i l a b l e  f o r  a  

* 
second copy t o  be accep ted .  

T h i s  scheme can  f a i l  i f  e i t h e r  a  g iven  Host ha s  t o o  many messages 

i n  t r a n s i t ,  o r  i f  Inany Hos t s ,  se rved  by d i f f e r e n t  IMPs, have t o o  many 

messages i n  t r a n s i t  f o r  t h e  same d e s t i n a t i o n .  T h i s  is s o  because  t h e  

d e s t i n a t i o n  IMP w i l l  a c c e p t  packe t s  which a r r i v e  ou t  of  o rde r  and b u f f e r s  

- them u n t i l  t h e y  can  be re-ordered f o r  t r a n s m i s s i o n  t o  t h e  d e s t i n a t i o n  

- Host .  

p r e s e n t l y ,  a  sou rce  IMP on ly  pe rmi t s  up t o  fou r  messages ( r e g a r d l e s s  

of l e n g t h )  t o  b e  i n  t r a n s i t  f o r  a  g iven  d e s t i n a t i o n  a t  a  t ime .  T h i s  
e 

e s s e n t i a l l y  r educes  t h e  p r o b a b i l i t y  of a lockup ,  b u t  it i s  n o t  z e r o ,  

s i n c e  s u f f i c i e n t  messages may be ou t s t and ing  from d i f f e r e n t  IMPs f o r  t h e  

same d e s t i n a t i o n  t o  cause  a  lockup.  

Such lockups a r e  p r o t e c t e d  a g a i n s t  a s  w e l l ,  by t iming  o u t  unde l ivered  

messages a t  t h e  d e s t i n a t i o n  and d i s c a r d i n g  them. The t imeout  is  on t h e  

o r d e r  of t e n s  of seconds.  Even though t h e  IMP subnet  can r ecove r  from 

such  c o n d i t i o n s ,  i t  i s  appa ren t  t h a t  Hosts  must be prepared  t o  r e t r a n s m i t  

messages o c c a s i o n a l l y  t o  recover  from message l o s s  cause'd by d e l i b e r a t e  

d i s c a r d i n g  of messagcs a t  t h e  d e s t i n a t i o n  o r  by c a t a s t r o p h i c  f a i l u r e s  i n  

which an IMP l o s c s  a l l  i t s  pnckcts  upon c r a s h i n g .  - * R .  Kahn, L .  K le in rock ,  and 11. Opdcrbcck p o i n t  ou t  t h a t  IMPs do  not  accep t  
ou t -of -ordcr  pac l ic t s ,  b u t  do send a l l o c a t e s  back f o r  them. I f  room i s  a l s o  
a l l o c a t e d  f o r  unrecc ivcd  but  a n t i c i p a t e d  i n -o rde r  p a c k e t s ,  no lockup wil.1 
occu r .  I f  t h i s  s t e p  is omi t t cd ,  t hcn  t h e  implcrnentation may f a i l .  



-~ 
Host Ret ransmiss ion ,  Sequencing, and Duplicate  Detec t ion  

The Nost/Host p ro toco l  does not  provide f o r  retransmission. I f  it 

d i d ,  however, t h e n  t h i s  would r e q u i r e  t h a t  t h e  d e s t i n a t i o n  Host d e t e c t  

d u p l i c a t e  t r ansmiss ions  and a l s o  v e r i f y  sequencing of a r r i v i n g  messages 

s i n c e  t h e  d e s t i n a t i o n  IMP cannot ,  i n  t h e  c u r r e n t  scheme, d e t e c t  t h a t  a  ' 

Host has  s e n t  a d u p l i c a t e  message. 

I f  t h i s  l i n e  o f  reasoning is pursued,  i t  becomes e v i d e n t  t h a t  

sequencing of messages by t h e  d e s t i n a t i o n  IMP i s  redundant and could b e  

e l imina ted .  Furthermore, wi th  t h e  e l i m i n a t i o n  oP o rde r ing ,  mul t ipacket  

messages could a l s o  be e l imina ted  s o  long a s  Hosts were permi t ted  t o  

t r ansmi t  a  s u f f i c i e n t  number of s i n g l e  packet messages t o  achieve  maximum 

p o t e n t i a l  bandwidth. 

Along wi th  Host r e t r ansmiss ion ,  i t  is  necessnry t o  in t roduce  some 

kind of  end-to-end p o s i t i v e  acknowledgment. The RFNM is c u r r e n t l y  s e n t  

by t h e  d e s t i n a t i o n  IhlP t o  t h e  source  Host and i s  t aken  t o  mean t h a t  a  

message has  been s u c c e s s f u l l y  d e l i v e r e d  yo  t h e  d e s t i n a t i o n  Host ( f o r  

mul t ipacket  messages, t h e  RFNM i s  s e n t  a f t e r  t h e  f i r s t  packet has been 

d e l i v e r e d ) .  I t  seems s e n s i b l e  t o  a r r ange  a Host l e v e l  acknowledgment 

which confirms d e l i v e r y .  I n , t h i s  c a s e ,  t h e  RFNM could a l s o  be  e l imina ted .  

One might use RFNM's o p t i o n a l l y  a s  a  debugging t o o l ,  t o  b e  turned o f f  

and on a t  w i l l .  

S t a t i s t i c s  taken  from t h e  ARPANET i n d i c a t e  t h a t  Host r e t r ansmiss ion  

would r a r e l y  be  r equ i red  on account of  message l o s s ,  b u t  t h i s  i s  p a r t l y  

because of t h e  r e t r ansmiss ion  and r e s e r v a t i o n  f a c i l i t i e s  i n  the  c u r r e n t  

IMP system. 



Flow Cont ro l  

If a l l  end-to-end r e t r a n s m i s s i o n ,  d u p l i c a t e  d e t e c t i o n ,  and sequencing 

a r e  performed by Hos t s ,  t h e n  i t  is e s s e n t i a l  t h a t  t h e  source  and d e s t i n a -  

t i o n  Hosts ag ree  upon a  maximum number o f  packe t s  (o r  b i t s ,  o c t e t s ,  e t c . )  

t h a t  can  be ou t s t and ing  a t  one t ime.  Otherwise,  t h e  d e s t i n a t i o n  Host . 

may exper ience  lockup problems s i m i l a r  t o  t hose  found now i n  t h e  d e s t i n a t i o n  

The c u r r e n t  Host/Host flow c o n t r o l  scheme has  s e v e r a l  weaknesses. 

F i r s t ,  it r e q u i r e s  t h a t  s p e c i a l  c o n t r o l  messages be s e n t  on a  c o n t r o l  

connec t ion  which is d i s t i n c t  from t h e  connect ion  on which d a t a  is t r a n s m i t t e d .  

Second, it i s  a n  incrementa l  scheme i n  which t h e  d e s t i n a t i o n  Host a l l o c a t e s  

a c e r t a i n  number of b i t s  and messages which may be  s e n t  by  t h e  sou rce .  

Both sou rce  and d e s t i n a t i o n  Hosts decrement t h e s e  coun t s  a s  messages a r e  
- .  

s e n t  and r ece ived .  To main ta in  throughput ,  t h e  d e s t i n a t i o n  must p e r i o d i -  

c a l l y  send a l l o c a t i o n s  t o  t h e  source  t o  r e p l e n i s h  i t s  ava . i l ab l e  b u f f e r  

space .  D e s t i n a t i o n s  wi th  smal l  amount of b u f f e r  space  (e  . g . ,  Terminal 

JMPs o r  TIPS) must do t h i s  f a i r l y  f r e q u e n t l y  and' t h u s  g e n e r a t e  cons ide rab le  

c o n t r o l  t r a f f i c .  T h i r d ,  t h e  l o s s  of an  a l l o c a t i o n  o r  t h e  d u p l i c a t i o n  of 

one can  cause  l o s s  of synchrony between source  and d e s t i n a t i o n .  

I n  a n e a r l i e r  paper  [ 9 ] ,  t h e  a u t h o r  and R.  Kahn propose a  more robus t  

f low c o n t r o l  scheme inc lud ing  i d e a s  found i n  t h e  F r e n c l ~  CYCIADES network 

[lo]. E s s e n t i a l l y ,  t h e  r e c e i v e r  a l l o c a t e s  a  window r e p r e s e n t i n g  t h e  span 

of  sequence numbers t h a t  t h e  sender  may t r a n s m i t .  Acknow1edgments.from 

t h e  r e c e i v e r  t o  t h e  sender  i n d i c a t e  t h e  l a r g e s t  sequence number rece ived  

s o  f n r  ( i m p l i c i t l y  acknowledging a l l  those  p reced ing ) ,  and a l s o  i n d i c a t e  

- t h e  c u r r e n t  width of t h e  window. The sender  immediately knows which sequence 



numbers can  be s e n t  next .  The scheme a l s o  a l lows  f o r  dup l . i ca t e ' de t ec t ion  

and r e o r d e r i n g  of messages. , 

Acknowledgment and f low c o n t r o l  in format ion '  i s  s e n t  "piggy-back" 

wi th  d a t a  f lowing  i n  t h e  r e v e r s e  d i r e c t i o n  of a  f u l l  duplex  l o g i c a l  

connec t ion  s o  t h a t  a  s e p a r a t e  c o n t r o l  connec t ion  is  n o t  needed f o r  t h i s  

purpose.  For example, a  message is s e n t  w i th  sequence number M and 

l e n g t h  L  i n  o c t e t s .  The r e c e i v e r  w i l l  respond wi th  acknowledgment of 

sequence number M+L and window s i z e  W .  The sequence number o f  each  
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message is t h e  sequence number of t h e  p rev ious  message p l u s  i t s  l e n g t h  

i n  o c t e t s .  

The r e c e i v e r  can va ry  t h e  s i z e  of  W without  any s e r i o u s  adve r se  

e f f e c t ,  and can su rv ive  the  r e c e i p t  of d u p l i c a t e s  o r  t h e  l o s s  of  messages 

due t o  t h e  r e t r ansmis s ion .  and d u p l i c a t e  d e t e c t i o n  permi t ted  by t h e  scheme. 

- The sender  is n o t  permi t ted  to' t r a n s m i t  a  message whose sequence number 

would exceed t h e  sum of  t h e  l a s t  sequence number acknowledged p l u s  t h e  . 
. . 
. . c u r r e n t  window s i z e ,  W ,  modulo t h e  maximurn sequence number p l u s  one .  

~ r b i t r a r ~  Message Lengths 

U n t i l  now, it has been i m p l i c i t  t h a t  mu l t ipacke t  messages a r e  unneces- 

s a r y  f o r  main ta in ing  h igh  throughput ,  a s  long a s  s u f f i c i e n t  packets  c a n  

b e  s e n t  t o  f i l l  t h e  de l ay  p i p e l i n e  from source  t o  d e s t i n a t i o n  Host.  I f  . 

t h e  IMP system were programmed wi th  knowledge of t h e  Host/Host p ro toco l  

s o  . tha t  i t  could c r e a t e  a p rope r ly  format ted  i o s t / ~ o s t  header  f o r  cach 

packet  i t  t r a n s m i t s ,  .given t h e  i n i t i a l  header  of an a r b i t r a r i l y  l ong  

message, t hcn  packe t s  could be d e l i v e r e d  o u t  of o rde r  t o  t h e  d e s t i n a t i o n  

Hos t ,  s o  long a s  each  c o r r e c t l y  i d e n t i f i c d  t h e  range of sequence numbers 

conta ined  i n  cach pnckct .  Since each o c t e t  of a  message has  an i m p l i c i t  

sequence number, t h i s  wo\;ld not  be d i f f i c u l t  t o  compute. An iden s i m i l a r  



t o  t h i s  i s  found i n  t h e  Very D i s t a n t  Host R e l i a b l e  Transmission Package. 

[appendix F,  53 i n  t h e  c u r r e n t ,  ARPANET, except  i n  t h i s  c a s e ,  a Host must 

know about IMP packet  format .  I t  i s  debatable  whether . t h i s  would be a 

good i d e a ,  s i n c e  changes i n  Host/Host p ro toco l  would r e q u i r e  changes i n  

IMP programming, but  i f  i t  were implemented, t hen  Hosts could  send 

a r b i t r a r i l y  long messages. The d e s t i n a t i o n  Host would r e c e i v e  a c o l l e c -  

t i o n  of s i n g l e  packet  messages which i t  would then  sequence a s  i f  they 

had been s e n t  t h a t  way by t h e  source  Host i n  t h e  f i r s t  p l ace .  

Simplex ve r sus  Full-Duplex Logical Connections 

The present  Host/lIost p ro toco l  implements simplex connect ions .  The 

usage over  t h e  l a s t  f i v e  yea r s  seems t o  i n d i c a t e  t h a t  most o f t e n ,  two 

simplex connect ions  a r e  s e t  up  t o  a c t  a s  a f u l l  duplex connect ion .  

I f  Host l e v e l  acknowledgments and flow c o n t r o l  a r e  implemented, then  i t  

i s  n a t u r a l  f o r  them t o  be c a r r i e d  i n  t h e  r eve r se  d i r e c t i o n  of a f u l l  

duplex l o g i c a l  connect ion .  Fur thermore , , te rminal  t o  Host connect ions  

a r e  n e c e s s a r i l y  full .-duplex t o  a l low f o r  d a t a  t o  move i n  both  d i r e c t i o n s .  

F i n a l l y ,  by embedding c o n t r o l  i n  t h e  headers  of r e t u r n i n g  t r a f f i c  on t h e  

f u l l  duplex connect ion ,  t h e  need f o r  a s e p a r a t e . c o n t r o 1  connect ion  could 

The c u r r e n t  Host/Host p ro toco l  uses  c o n t r o l  messages s e n t  on a 

s p e c i a l  c o n t r o l  connect ion  t o  e s t a b l i s h  new connections..  The procedure 

i s  c a l l e d  t h e  I n i t i a l  Connection Protocol  o r  I C P  [ll]. The pro tocol  i s  

symmetric and r c y u i r e s  t h a t  informat ion  be exchanged by bo th  ~ l o s t s  a s  

t o  t h e  names of t h e  socl tets  a t  e i t h e r  end of t h e  connect ion .  This  

exchnnge precedes nny flow of d a t a .  Other  c o n t r o l  mcssages a r e  exchanged 

which d e t c r m i ~ ~ c  t h e  b u f f c r  space a v a i l a b l e  a t  t h e  r e c e i v e r .  
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A proposa l  by D. Walden [123 s u g g e s t s  t h a t  t h i s  i s  l a r g e l y  ;nnecessary,  

as long  a s  b o t h  s i d e s  can s i m ~ l t a n e o u s l y  send d a t a  i d e n t i f y i n g  t h e  s o u r c e  

and d e s t i n a t i o n  s o c k e t s  (Walden c a l l s  them P o r t s )  a long  w i th  t h e  t e x t  of 

t h e  messages.  

A p o s t  o f f i c e  analogy i s  u s e f u l  t o  d e s c r i b e  what is  in t ended .  The 

s o u r c e  Host w r i t e s  a  l e t t e r  and e n c l o s e s  i t  i n  a n  enve-lope add re s sed  t o  

t h e  d e s t i n a t i o n  p o r t  w i t h  a  r e t u r n  p o r t  a d d r e s s .  E i t h e r  t h e  d e s t i n a t i o n  

p o r t  i s  w i l l i n g  t o  r e c e i v e  o r  i t  is n o t  (e .g .  i t  may n o t  even be known 

t o  t h e  d e s t i n a t i o n  Hos t ) .  I n  t h e  former  c a s e ,  t h e  l e t t e r  is  acknowledged 

i n  t h e  u s u a l  f a s h i o n .  I n  t h e  l a t t e r  c a s e ,  t h e  l e t t e r  i s  no t  acknowledged 

' ( p o r t  unprepared t o  r e c e i v e ) ,  o r  i t  i s  r e j e c t e d  ("address  unknown"). 

S i n c e  p o r t  a d d r e s s e s  may b e  dynamical ly  a s s i g n e d  t o  p r o c e s s e s  i n  a  

d e s t i n a t i o n  Hos t ,  it w i l l  p robably  be neces sa ry  t o  i n c l u d e  a  formal  con- 

t r o l  exchange which i n d i c a t e s  t o  t h e  s ende r  t h a t  a  r e c e i v e  p o r t  i s  be ing  

c l o s e d ,  and t h e  s e n d e r  would b e  expec ted  t o  acknowledge t h i s .  S i m i l a r l y ,  

' t h e  s ende r  may end a t r a n s m i s s i o n  w i th  t h e  i n d i c a t i o n  t h a t  t h e  send p o r t  

i s  b-eing c l o s e d  and t h e  r e c e i v e r  would s i m i l a r l y  acknowledge. S i n c e  

Hos ts  do t h e  sequenc ing ,  t h e r e  can  be no  c o n f u s i o r  a s  t o  when t h e  c l o s u r e  

is  t o  t a k e  p l a c e .  The r e j e c t i o n  of a n  i n i t i a l  t r a n s m i s s i o n  can  be  made 

t o  look l ' ike t h e  c l o s u r e  of t h e  d e s t i n a t i o n  p.ort s o  t h a t  t h e  number of 

d i s t i n c t  c o n t r o l  messages can  be  k e p t  t o  a  minimum. T h i s  method i s  

s i m i l a r  t o  t h e  one c u r r e n t l y  used i n  t h e  ARPANET, b u t  cou ld  b e  c a r r i e d  

ou t  v i a  c o n t r o l  b i t s  i n  t h e  Host l e v e l  messages and thus. e l i m i n a t e  t h e  

need f o r  a  s p e c i a l  c o n t r o l  connec t i on .  



- 0 $v s-mary 
Arguments have been presen ted  i n  t h i s  paper  which show t h a t  m u l t i -  

packe t  reassembly i s  no t  t h e  b e s t  v e h i c l e  f o r  a c h i e v i n g - h i g h  throughput  - 
from Host t o  Host .  The e l i m i n a t i o n  of IMP reassembly a s  w e l l  a s  message 

sequencing by t h e  d e s t i n a t i o n  IMP can permi t  c o n s i d e r a b l e  s i m p l i f i c a t i o n  

of t h e  IMP p r o t o c o i s ,  whi le  s imu l t aneous ly  p l ac ing  t h e  burden of  b u f f e r i n g ,  

d u p l i c a t e  d e t e c t i o n ,  and sequencing of  messages on t h e  Hosts  which have 

t h e  b u f f e r  space  f o r  t h i s  purpose.  

A r b i t r a r i l y  long messages could .be s e n t  by H o s t s ,  a t  t h e  expense of 

IMP knowledge of  Host p r o t o c o l .  E l imina t ing  t h e  o r d e r i n g  requirement  

a t  t h e  d e s t i n a t i o n  IhIP a l s o  e l i m i n a t e s  s e r i o u s  p o t e n t i z l  lockup c o n d i t i o n s .  

Host l e v e l  p o s i t i v e  acknowledgments can e l i m i n a t e  t h e  e r roneous  use  , 

a, of  t h e  RFNhl f o r  t h i s  purpose ,  and permit  a  more r o b u s t  p r o t o c o l  which 

need no t  depend upon p e r f e c t  performance without  message l o s s  by t h e  . 

IMP subne t .  

F u l l  duplex  l o g i c a l  connec t ions  betw&en p o r t s  i n  Hosts' a r e  more 

b n a t u r a l  than  t h e  s implex connec t ions  p r e s e n t l y ' u s e d ,  and f a c i l i t a t e  t h e  

e l i m i n a t i o n  of t h e  s p e c i a l  c o n t r o l  connec t ion  r e q u i r e d  i n  t h e  c u r r e n t  

Host p r o t o c o l .  

Unresolved Problems and I s s u e s  

Even i f  a  sou rce  and d e s t i n a t i o n  Host have adequate  b u f f e r  space  t o  

permit  a l a r g e  number of messages ( o r  p a c k e t s ,  o r  o c t e t s )  ' t o  be  o u t s t a n d i n g  

between them, t h e  IMP subne t  rnust have a  way of combatting conges t ion  

which may r e s u l t  from t o o  r ap id  i n f l u x  o f  d a t a  from a  sou rce  Hos t ,  o r  

from rnornentary conges t ion  owing t o  t h e  conf luence  of exces s ive  t r a f f i c  
-- 

heading i n  t h e  same d i r e c t i o n ,  p o s s i b l y  t o  t h e  same d e s t i n a t i o n .  A l t e r n a t e  



-. r o u t i n g  s t r a t e g i e s  can  h e l p ,  b u t  no t  completely s o l v e  t h e  problem. One 

p o s s i b i l i t y  is t o  i n s i s t  t h a t  sou rce  Hosts  monitor  a c t u a l  throughput  

achieved ove r  t h e  l a s t  few seconds (mi l l i s econds? )  and. a d j u s t  ou tpu t '  

r a t e  acco rd ing ly .  D e s t i n a t i o n  Hosts  can monitor  t h i s  throughput  a s  w e l l ,  

and a d j u s t  t h e  r e c e i v e  b u f f e r  space  i t  a l l o c a t e s  t o  t h e  sender  t o  reduce 

unnecessary  retrar ismissions.  The IMPs can  s imply d i s c a r d  t r a f f i c  which 

, c a n n o t  be b u f f e r e d ,  knowing t h a t  t h e  source  w i l l  r e t r a n s m i t .  IMPs 

which d i s c a r d  packe t s  t o  e l i m i n a t e  conges t ion  could  even send s h o r t  

warning messages t o ' s o u r c e  o r  d e s t i n a t i o n  ( o r  b o t h )  t o  s t i m u l a t e  a d j u s t -  

ment. T h i s  is a  very  s t i c k y  problem and invo lves  i s s u e s  such  a s  payment 

by Hosts  f o r  r e t r a n s m i s s i o n .  Most s t r a t e g i e s  i n  use  today involve  

l i m i t i n g ,  a  p r i o r i  , t h e  amount o f  d a t a -  which a  sou rce  Host is  al lowed 

t o  send ( e . g . ,  i sa rhythmic  network proposed by Davies [13]; maximum of  

n messages al lowed by ARPANET IMPS). Measurement of throughput  

' achieved  by source  and d e s t i n a t i o n  Hosts  may be a  good s t r a t e g y  i n  any 

c a s e  s i n c e  i t  s e r v e s  a s  a  measure of q u a l i t y  o f  s e r v i c e  provided by t h e  

packe t  sw i t ch1  ng network . 
In t h e  ARPANET, t h e  TELNET p ro toco l  [14] f o r  t e rmina l  t o  Host coin- 

municat ion has  needed some way o f  s i g n a l l i n g  t h e  Host i n  which t h e  s e r v i n g  

p roces s  r e s i d e s  t h a t  any accumulated d a t a  should be d i s ca rded  up t o  t h e  

I I p o i n t  of t h e  " i n t e r r u p t  s i g n a l .  Th i s  f a c i l i t y  pe rmi t s  a  remote u s e r  

t o  a b o r t  o r  r e c a p t u r e  c o n t r o l  from an   inc cooperative s e r v i n g  p roces s  

which has  s topped  accep t ing  d a t a .  The c u r r e n t  scheme invo lves  t h e - u s e  

of  a s p e c i a l  i n t e r r u p t  s i g n a l  s e n t  on t h e  c o n t r o l  connec t ion ,  b u t  t h e r e  

i s  a  problem o f  synchroniz ing  t h e  i n t e r r u p t  r e q u e s t  w i t 1 1  t h e  d a t a  i n  t h e  

p i p e l i n e .  Th i s  s i g n a l  could be  c a r r i e d  i n  t h e  c o n t r o l  f i e l d  of a  Host 

message and would p a r t i c i p a t e  i n  t he  sequence numbering of t h e  d a t a ,  t h u s  



provid ing  f o r  synch ron iza t ion .  S ince  t h e  l iost  o p e r a t i n g  system would - 
proces s  t h e  message header  b e f o r e  pas s ing  the  d a t a  t o  t h e  r e c e i v i n g  p o r t ,  

t h e  i n t e r r u p t  could bypass  p roces s ing  by t h e  r e c e i v i n g  p roces s  and t h u s  

provide  t h e  d e s i r e d  i n t e r r u p t - l i k e  e f f e c t .  

There a r e  undoubtedly many o t h e r  problems and i s s u e s  which could 

n o t  b e  mentioned i n  t h e  scope o f  t h i s  pape r ,  and t h e  a u t h o r  would be 

p leased  i f  t h e s e  and t h e  preceding commentary w i l l  s t i m u l a t e  d i s c u s s i o n  

and t h u s  f u r t h e r  t h e  g e n e r a l  unders tanding  o f  p r o t o c o l  requi rements  f o r  

d i s t r i b u t e d  computer networks.  
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